Characteristic-Based Security
Analysis of Personal Networks

Andrew Paverd Department of Computer Science
University of Oxford

Fadi EI-Moussa BT Research
BT Technology, Service & Operations

lan Brown Oxford Internet Institute
University of Oxford

https://www.cs.ox.ac.uk/people/andrew.paverd/home

UNIVERSITY OF

OXFORD




Home Network Security

« Limitations of previous analyses
- geographically-defined networks
- category-based approaches

* Focus on Personal Network (PN)
- home network + PAN + VAN + cloud
— more representative of current systems
— captures emergent characteristics

» Characteristic-based approach
- maps device characteristics to attack vectors
- more descriptive than category-based approaches
— can adapt as technology changes
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Characteristic-Based Security Analysis
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PN Characteristics
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Attack Vectors

Malicious software

Impersonating a communicating

[1][4][7][8][9] entity [3]

Malicious hardware Unauthorized remote access
[16] [3I[7][9]

Software exploits Unauthorized physical access
[8] [3I[7]

Hardware exploits Misuse of device interoperability
[16] [7]

Interception of communication
(eavesdropping) [1][2][3][4]

Protocols exploits

[1]

Interruption of communication

[3][16]

Eavesdropping on the Ul
(shoulder-surfing) [3]

Modification of communication

[3]

Modification of communication
routing [1][3]
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Mapping Attacks to C
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Malicious software Y Y Y
Malicious hardware Y Y Y Y Y Y
Software exploits Y Y
Hardware exploits Y Y Y Y Y
Interception of communication Y Y Y Y
Interruption of communication Y Y Y Y
Modifcation of communication Y Y Y Y
Impersonation of communication Y Y Y Y Y
Unauthorized remote access Y
Unauthorized physical access Y Y
Misuse of device interoperability Y Y
Protocol exploits Y Y Y
Eavesdropping on the Ul Y
Modifcation of comm. routing Y




Conclusion

« Limitations of previous analyses
- geographically-defined networks
- category-based approaches

* Focus on Personal Network (PN)
- home network + PAN + VAN + cloud
— more representative of current systems
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